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PO BOX 150 Matraville NSW 2036 

Tel (02) 9700 3000 
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Social Media 

Policy Number 2.163 

Policy Function Leadership and Management 

Issue Date 25 June 2019 

Summary This policy adopts the NSW Government Social Media Policy. It 

provides guidance for Justice Heath and Forensic Mental Health 

Network (Network) staff and contractors using social media in a 

professional or private capacity, including expected standards of 

conduct. 

Responsible Officer Executive Director Performance and Planning 

Applicable Sites  Administration Centres 

 Community Sites (e.g. Court Liaison Service, Community Integration Team, etc.) 

 Health Centres (Adult Correctional Centres or Police Cells) 

 Health Centres (Juvenile Justice Centres) 

 Long Bay Hospital 

 Forensic Hospital 

Previous Issue(s) Policy 2.163 (October 2016, September 2015)  

Change Summary  Minor wording changes; and 

 Updated policy titles. 

TRIM Reference POLJH/2163 

Authorised by Chief Executive, Justice Health and Forensic Mental Health Network 

  

http://www.justicehealth.nsw.gov.au/
http://www.advertising.nsw.gov.au/strategic-communications/social-media-policy
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1. Preface 

This policy applies to Network staff and contractors using social media in a private or professional 

capacity. 

This policy aligns with existing NSW Health and Network policies, such as the 2.010 Code of 

Conduct, 2.018 Media and External Communications, and 2.002 Acceptable Use of 

Communication Systems; and PD2015_049 NSW Health Code of Conduct.  

Staff should be aware that the use of social media, even in a private capacity, may be governed by 

Network policies and protocols. In accordance with Network policy 2.010 Code of Conduct, even 

off-duty staff conduct could reflect on, or impact, the Network’s reputation. 

Social media includes, but is not limited to: blogs and micro blogs (Facebook, LinkedIn, Twitter, 

Snapchat, Instagram etc.), wikis (Wikipedia), forums, groups (Google groups, Yahoo groups etc.), 

photo and video sharing (YouTube, Vimeo etc). 

The guiding principle for the use of social media is that it should be open, collaborative, 

responsive, reliable and appropriate. The NSW Government encourages agencies to use social 

media in a way that is consistent with the following five guiding principles: 

1. Open - use social media to share and promote access to information and services and to be 

transparent and accountable. 

2. Collaborative – create opportunities to listen to and engage with staff, the public, local 

communities and industry. 

3. Responsive – empower staff to respond quickly to customers and emerging issues. 

4. Reliable – support a consistent and quality experience. 

5. Appropriate – use social media in a manner that is consistent with public sector values, legal 

requirements, related policies and codes of conduct that apply. 

2. Policy Content 

2.1 Mandatory Requirements  

 Network staff and contractors’ use of social media in a private or professional capacity must be 

consistent with Network policies 2.010 Code of Conduct, and 2.002 Acceptable Use of 

Communication Systems. Breaches of this policy may result in disciplinary action including 

counselling, formal warnings or termination. 

 Staff must not make official comment on behalf of the Network without prior authorisation.  

 Staff who identify themselves as a Network employee when using social media, or can be 

identified as such on the basis of their posts or user profile, must ensure their social activity 

does not adversely affect the Network’s reputation. 

 Staff must ensure that all comments made online (and in-person) are respectful and consistent 

with the values of the organisation, and uphold the dignity, privacy and confidentiality of 

patients, staff and the Network. 

 Authorised staff must use official social media accounts proactively and responsibly. 

http://intranetjh/pol/policylib/2.010_Policy_0916.pdf
http://intranetjh/pol/policylib/2.018_Policy_0715.pdf
http://intranetjh/pol/policylib/2.002_Policy_0416.pdf
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2015_049
http://intranetjh/pol/policylib/2.010_Policy_0916.pdf
http://intranetjh/pol/policylib/2.010_Policy_0916.pdf
http://intranetjh/pol/policylib/2.002_Policy_0416.pdf
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2.2 Implementation - Roles and Responsibilities 

All staff are responsible for: 

 Compliance with this policy and the associated Network policies 2.010 Code of Conduct, 3.020 

Managing Misconduct and 2.002 Acceptable Use of Communication Systems. 

 Reporting inappropriate behaviour or material published on social media via line management. 

The Communications team is responsible for: 

 Managing and monitoring the Network’s official social media channels, including identifying, 

developing, coordinating and approving content. 

 Determining Network staff authorised to make comment on social media on behalf of the 

Network, in consultation with the Network Chief Executive. 

Managers are responsible for: 

 Investigating and responding to alleged breaches of this policy in accordance with Network 

policy 3.020 Managing Misconduct.  

3. Procedure Content  

3.1 Private use of social media 

The Network recognises that staff may wish to use social media in their personal life. This policy 

does not intend to discourage or unduly limit their personal expression or online activities. 

However, staff must always uphold the organisation’s values and Network policy 2.010 Code of 

Conduct. 

Staff should recognise the potential for damage to be caused to the organisation (either directly or 

indirectly) through their personal use of social media if they can be identified as a Network 

employee. Accordingly, staff must comply with this policy to ensure reputational risk is avoided. 

Staff should be conscious of whom they share information with and be aware of the privacy 

settings of the platform or forum they are using.  Information posted online is public and 

permanent. If staff are posting online it means they are ‘on record’. Staff should be aware of the 

risks, benefits and implications that may arise. 

Staff must not post any material that is offensive, libellous, discriminatory, harassing, obscene, 

threatening, or which discloses other people’s personal identity or information (including patients), 

infringes intellectual property; or brings the Network into disrepute. Such material could be in 

breach of Network policy 2.010 Code of Conduct. 

Staff must not access, use, disclose or release any internal organisational documents obtained in 

the course of official duties, unless authorised to do so. Consistent with the 2.010 Code of 

Conduct, staff must also maintain the security of confidential or sensitive Network information, 

including material stored on communication devices.  

Staff must not make any official comment on behalf of the Network in relation to any incident, 

policy or procedure, nor in relation to Corrective Services NSW, Juvenile Justice NSW, or other 

government agency, without prior authorisation.  

Staff may wish to share or comment on Network communications posted to its official social 

profiles through their personal social networks. This can help extend the reach of Network 

communications to target audiences. Examples include sharing a ‘post’ promoting a Network 

http://intranetjh/pol/policylib/2.010_Policy_0916.pdf
http://intranetjh/pol/policylib/3.020_Policy_1116.pdf
http://intranetjh/pol/policylib/2.002_Policy_0416.pdf
http://intranetjh/pol/policylib/3.020_Policy_1116.pdf
http://intranetjh/pol/policylib/2.010_Policy_0916.pdf
http://intranetjh/pol/policylib/2.010_Policy_0916.pdf
http://intranetjh/pol/policylib/2.010_Policy_0916.pdf


 Social Media 

 

 
Policy: 2.163 Issue Date:  25 June 2019 Page 4 of 5 

event, job vacancy, initiative or achievement. Staff should seek further advice from the 

Communications team as needed. 

Staff must inform the Communications team if they are contacted by the media or another external 

entity expressing interest in personal comments that relate to, or may impact on, the Network, its 

services, patients or staff. 

3.2 Official use of social media 

Social media is used by the Network as a professional communication channel targeting external 

audiences. The Network supports planned official use of social media to enhance and promote 

open communication, collaboration, and information exchange. 

Key objectives for Network use of social media include: 

 Building brand recognition and reputation among external audiences. 

 Influencing external audiences on issues of importance to the Network’s operations and patient 

population, such as diversion from custody. 

 Raising awareness of the Network’s role, services and healthcare settings. 

 Increasing public exposure and external interaction with the Network through its social media 

profiles. 

 Positively impacting the attraction and retention of staff. 

All social media channels are managed by the Communications team, with input from relevant 

staff.  

The Communications team is responsible for developing, vetting, and approving content across the 

Network’s official social media channels. Additional content contributors are determined by the 

Communications team, including internal and external social influencers who might author, 

comment on, or share official Network content to maximise reach to the target audience. 

Network staff are encouraged to identify and discuss potential content for the organisation’s social 

channels with the Communications team.  

All content must reflect the organisation’s formal position on the given topic, and must comply with 

relevant legislation and policies governing privacy and confidentiality of patient, staff and Network 

information. 

The Network monitors references to the organisation and its services on social media. Enquiries or 

information that requires further investigation or response will be directed to the appropriate action 

officer. Any complaints received will be processed in accordance with the Network’s complaints 

handling policy and procedures. 

Staff should consider the accessibility and appropriateness of any official social content for people: 

 with low literacy 

 from culturally and linguistically diverse (CALD) backgrounds 

 with limited or no clinical expertise 

 who identify as Aboriginal or Torres Strait Islander. 

Staff should seek advice and feedback from relevant stakeholders when developing social content 

to ensure any targeted messages are suitable and culturally safe. 
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4. Definitions 

Must 

Indicates a mandatory action or requirement to be followed.  

Should 

Indicates a recommended action to be followed unless there are sound reasons for taking a 

different course of action.  

Social media 

Is the collective of online communication channels dedicated to community based input, 

interaction, content sharing and collaboration. Social media is defined as media designed to be 

disseminated through social interaction, created using highly accessible and scalable publishing 

techniques. Examples include but are not limited to LinkedIn, Wikipedia, Blogs, Yahoo Groups, 

Twitter, Facebook, and YouTube.  

Social media influencer 

A social media user who has established credibility in a specific industry, has access to a large 

audience; and can persuade others by virtue of their authenticity and reach. 

5. Legislation and Related Documents 

Legislation Health Records and Information Privacy Act 2002 

Government Information (Public Access) Act 2009 

Government Sector Employment Act 2013 

Privacy and Personal Information Protection Act 1998 

NSW Health policy 

directives and 

manuals 

PD2009_076 Communications - Use & Management of Misuse of NSW 

Health Communications Systems 

PD2018_031 Managing Misconduct 

PD2015_049 NSW Health Code of Conduct 

Privacy Manual for Health Information 

Network policies 2.002 Acceptable Use of Communication Systems 

2.010 Code of Conduct 

2.018 Media and External Communications 

3.020 Managing Misconduct 

NSW Government 

policy 
Social Media Policy 

 

http://www.legislation.nsw.gov.au/maintop/view/inforce/act+71+2002+FIRST+0+N
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+52+2009+FIRST+0+N
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+40+2013+FIRST+0+N
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+133+1998+FIRST+0+N
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2009_076
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2018_031
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2015_049
http://www.health.nsw.gov.au/policies/manuals/Pages/privacy-manual-for-health-information.aspx
http://intranetjh/pol/policylib/2.002_Policy_0416.pdf
http://intranetjh/pol/policylib/2.010_Policy_0916.pdf
http://intranetjh/pol/policylib/2.018_Policy_0715.pdf
http://intranetjh/pol/policylib/3.020_Policy_1116.pdf
http://www.advertising.nsw.gov.au/strategic-communications/social-media-policy
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